Computer Networks 274 (2026) 111825

journal homepage: www.elsevier.com/locate/comnet

Contents lists available at ScienceDirect
[Omputer
Netwarks

Computer Networks 2

Research Paper

Novel secure user scheduling for uplink wireless networks against potential

eavesdroppers

Woong Son 2 &' Ki-Hun Lee

b1 Heejung Yu

¢* Bang Chul Jung ¢+

2C41I R&D Lab., LIG Nex1 Co., Ltd., Yongin, 16911, South Korea

b Department of AI Convergence, Kunsan National University, 54150, Gunsan, South Korea

¢ Department of Electronics and Information Engineering, Korea University, 30019, Sejong, South Korea
d Department of Electrical and Computer Engineering, Ajou University, 16499, Suwon, South Korea

ARTICLE INFO

Keywords:

Physical-layer security
Potential eavesdroppers
Opportunistic feedback
Secrecy outage probability
Effective secrecy throughput
Multi-user diversity

ABSTRACT

In this paper, we address security threats in an uplink wireless communication network comprising a single base
station (BS), multiple legitimate user equipment (UEs), and potential eavesdroppers (EVEs). In this scenario,
the EVEs may unintentionally intercept the uplink transmissions of legitimate UEs, posing significant risks to
confidentiality. To overcome these threats, we propose novel analytical two-step opportunistic feedback (TOF)
strategies to enhance physical-layer security (PLS) under the assumption that each legitimate UE has local chan-
nel state information (CSI). The TOF strategy consists of two stages: in the first stage, legitimate UEs perform
conservative feedback for user scheduling, assuming all potential EVEs are eavesdropping. If no UE meets the
feedback condition, the conventional opportunistic feedback (OF) mechanism is applied in the second stage,
where legitimate UEs with channel gains above a predefined threshold send feedback to the BS. We mathemati-
cally analyze the secrecy outage probability (SOP) and effective secrecy throughput (EST) of the proposed TOF
strategies. Simulation results demonstrate that the TOF strategies significantly outperform the conventional OF

approach, achieving lower SOP and higher EST across various scenarios.

1. Introduction

Security has been considered one of the most significant issues
in wireless communication networks, given their role in transmitting
privacy-sensitive personal and public data through inherently vulnera-
ble broadcast radio signals [1,2]. In particular, modern communication
systems are rapidly evolving into the foundational infrastructure for var-
ious services, including internet-of-things (IoT), smart cities, eHealth,
Industry 4.0, blockchain, and autonomous vehicles. Consequently, the
need for robustbreak security and privacy measures in wireless net-
works has become even more pressing [3-6]. Recognizing these chal-
lenges, the International Telecommunication Union Radiocommunica-
tion Sector (ITU-R) has highlighted security as one of the fundamental
requirements for sixth-generation (6G) mobile communication systems,
as outlined in the International Mobile Telecommunications (IMT)-2030
framework [7]. These developments have garnered significant atten-
tion from both academic and industrial researchers, underscoring the
urgency of addressing security in next-generation wireless networks.

Conventional information and network security methods, including
shared-key and private-key encryption, have demonstrated robust secu-
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rity performance under the assumption that eavesdroppers (EVEs) pos-
sess limited computational capabilities. However, the advent of EVEs
with advanced computational power, such as quantum computing, poses
a significant threat to these encryption techniques. To deal with this
challenge, physical-layer security (PLS) has emerged as a promising so-
lution, leveraging the inherent properties of the wireless medium to
ensure confidentiality independent of the computational capabilities of
EVEs [6,8,9]. In particular, PLS has garnered considerable attention as
one of the most promising security-providing approaches for various
wireless communication networks [10-12].

Based on information theory, the concept of PLS and its performance
measures against EVEs’ eavesdropping attempts were first explored in
[13,14]. These studies paved the way for a theoretical framework for de-
signing wireless communication systems to enable secure transmission
even in the presence of EVEs. They also played a crucial role in lay-
ing the groundwork for developing feasible PLS techniques that can be
implemented in practical wireless networks. Subsequent studies have
analyzed PLS performance, e.g., secrecy rate, under various channel
models, including discrete memoryless wire-tap channels [13], Gaus-
sian wire-tap channels [14], quasi-static fading channels [15], Gaussian
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$P_{\rm {non}}^{\rm {TOF}} \left (\mathcal {M}_{\textsf {U}},\mathcal {M}_{\textsf {E}},\sigma _{\textsf B}^2,\sigma _{\textsf E}^2,\zeta ,R_{\rm o} \right )$


\begin {align}\label {eq:TOF_SNOP1} &{P_{\rm {non}}^{\rm {TOF}} \left (\mathcal {M}_{\textsf {U}},\mathcal {M}_{\textsf {E}},\sigma _{\textsf B}^2,\sigma _{\textsf E}^2,\zeta , R_{\rm o} \right )}\\&= \Pr \left ( \log _2 \left ( \frac {1\!+\!\max \limits _{i\in \mathcal {M}_{\textsf {U}}} \vert h_{{\textsf {B}},i} \vert ^2 \rho }{1\!+\!\max \limits _{j\in \mathcal {M}_{\textsf {E}}} \vert h_{j,i} \vert ^2 \rho } \right ) \geq R_{\rm o}\Bigg | \vert h_{{\textsf {B}},i} \vert ^2\geq \zeta , \log _2 \left (\frac {1\!+\!\max \limits _{i\in \mathcal {M}_{\textsf {U}}}\vert h_{{\textsf {B}},i} \vert ^2 \rho }{1\!+\!\max \limits _{j\in \mathcal {N}_{\textsf {E}}} \vert h_{j,i} \vert ^2 \rho } \right ) < R_{\rm o} \right )\nonumber \\ &\overset {\rm (a)}{\ge } \Pr \left ( \log _2 \left ( \frac {1 + \max \limits _{i\in \mathcal {M}_{\textsf {U}}}\vert h_{{\textsf {B}},i} \vert ^2 \rho }{1 + \max \limits _{j\in \mathcal {M}_{\textsf {E}}} \vert h_{j,i} \vert ^2 \rho } \right ) \geq R_{\rm o} \Bigg | \vert h_{{\textsf {B}},i} \vert ^2 \geq \zeta \right )\nonumber \\ &= \int _{\theta }^{\infty } f_{\widetilde {X}} (x) F_{\widetilde {Y}} \left (\frac {1}{\rho } \left ( \frac {1+x\rho }{2^{R_{\rm o}}} - 1 \right ) \right ) dx\nonumber \\ &= \sum _{m_{\textsf {U}}=0}^{M_{\textsf U}-1} \sum _{m_{\textsf E}=0}^{M_{\textsf E}} \begin {pmatrix} M_{\textsf U}\!-\!1\\m_{\textsf U}\end {pmatrix} \begin {pmatrix} M_{\textsf E}\\m_{\textsf {E}} \end {pmatrix} \frac {(-1)^{m_{\textsf {U}}+m_{\textsf {E}}} \sigma _{\textsf {E}}^{2}M_{\textsf U}2^{R_{\rm {o}}}} {\sigma _{\textsf {E}}^{2} (m_{\textsf U}\!+\!1)2^{R_{\rm {o}}} + \sigma _{\textsf {B}}^{2} m_{\textsf {E}}}e^{-\left ( \frac {(m_{\textsf U}+1)(\theta -\zeta )}{\sigma _{\textsf B}^2}+\frac {m_{\textsf E}}{\sigma _{\textsf {E}}^2\rho }\left (\frac {1+\theta \rho }{2^{R_{\rm o}}}-1\right ) \right )},\nonumber \end {align}


$P_{\rm {non}}^{\rm {TOF}} \left (\mathcal {M}_{\textsf {U}}, \sigma _{\textsf {B}}^2, {\zeta }, R_{\rm o} \right )$


\begin {align}\label {eq:TOF_SNOP2} &{P_{\rm {non}}^{\rm {TOF}} \left (\mathcal {M}_{\textsf {U}},\sigma _{\textsf {B}}^2, \zeta , R_{\rm o} \right )}\\ &= \Pr \left ( \log _2 \left (1\!+\!\max \limits _{i\in \mathcal {M}_{\textsf {U}}} \vert h_{{\textsf {B}},i} \vert ^2 \rho \right ) \geq R_{\rm o}\Bigg | \vert h_{{\textsf {B}},i} \vert ^2 \geq \zeta , \log _2 \left (\frac {1\!+\!\max \limits _{i\in \mathcal {M}_{\textsf {U}}}\vert h_{{\textsf {B}},i} \vert ^2 \rho }{1\!+\!\max \limits _{j\in \mathcal {N}_{\textsf {E}}} \vert h_{j,i} \vert ^2 \rho } \right ) < R_{\rm o} \right )\nonumber \\ &\ge \Pr \left ( \log _2 \left ( 1+\max \limits _{i\in \mathcal {M}_{\textsf {U}}}\vert h_{{\textsf {B}},i} \vert ^2 \rho \right ) \geq R_{\rm o} \Bigg | \vert h_{{\textsf {B}},i} \vert ^2 \geq \zeta \right )\nonumber \\ &=\int _{\theta }^{\infty } f_{\widetilde {X}}(x)dx=1-F_{\widetilde {X}}(\theta )=1-\left (1-\exp \left (-\frac {\theta -\zeta }{\sigma _{\textsf B}^2}\right ) \right )^{M_{\textsf U}}.\nonumber \end {align}


$P_{\rm {out}}^{\rm {TOFQ}}(\mathcal {N}_{\textsf {U}}, \mathcal {N}_{\textsf {E}}, \alpha , \zeta , R_{\rm o}, L)$


\begin {align}\label {eq:TOFQ_SOP} P_{\rm {out}}^{\rm {TOFQ}}&\left (\mathcal {N}_{\textsf {U}},\mathcal {N}_{\textsf {E}},\alpha ,\zeta ,R_{\rm o},L\right )\\ &=\left [1 - P_{{\rm non,1}}^{\rm {TOFQ}}\left (\mathcal {N}_{\textsf {U}},\mathcal {N}_{\textsf {E}},R_{\rm o}\right )\right ] \left [1 - P_{{\rm non,2}}^{\rm {TOFQ}}\left (\mathcal {N}_{\textsf {U}},\mathcal {N}_{\textsf {E}},\alpha ,\zeta ,R_{\rm o},L\right )\right ],\notag \end {align}
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\begin {equation}\label {eq:TOFQ_Pk} P(\mathcal {M}_{\textsf {U}},k)=\left (1-\sum _{l=k}^{2^L-2}P (\mathcal {M}_{\textsf {U}},l+1)\right )\left (1-\left (1-\frac {1}{k+1}\right )^{M_{\textsf {U}}} \right ),\end {equation}
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\begin {equation}\label {eq:TOFQ_SNOP1} \begin {aligned} &P_{\rm {non}}^{\rm {TOFQ}}\left (\mathcal {M}_{\textsf {E}}, \sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2, \zeta , R_{\rm o},k \right )\\ &\ge \Pr \left (\log _2\left ( \frac {1+\vert h_{{\textsf {B}},i} \vert ^2 \rho }{1+\max \limits _{j\in \mathcal {M}_{\textsf {E}}} \vert h_{j,i} \vert ^2 \rho } \right )\geq R_{\rm o} \Bigg | \eta _k\le \vert h_{{\textsf {B}},i} \vert ^2<\eta _{k+1}\right )\\ &=\int _{\theta _k}^{\theta _{k+1}}f_{X_{k}} (x) F_{\widetilde {Y}}\left (\frac {1}{\rho }\left (\frac {1+x\rho }{2^{R_{\rm o}}}-1\right )\right )dx\\ &=\sum _{m_{\textsf E}=0}^{M_{\textsf E}}\begin {pmatrix} M_{\textsf E}\\m_{\textsf {E}} \end {pmatrix}\frac {(-1)^{m_{\textsf {E}}} \sigma _{\textsf {E}}^{2}2^{R_{\rm {o}}}e^{\frac {\zeta }{\sigma _{\textsf B}^2}-\frac {m_{\textsf E}}{\sigma _{\textsf {E}}^2\rho }\left (\frac {1}{2^{R_{\rm o}}}-1\right )}} {\sigma _{\textsf {E}}^{2} 2^{R_{\rm {o}}} + \sigma _{\textsf {B}}^{2} m_{\textsf {E}}}\\ &\qquad \quad ~\times \frac {e^{-\theta _k\left (\frac {1}{\sigma _{\textsf B}^2}+\frac {m_{\textsf E}}{\sigma _{\textsf {E}}^22^{R_{\rm o}}}\right )}-e^{-\theta _{k+1}\left (\frac {1}{\sigma _{\textsf B}^2}+\frac {m_{\textsf E}}{\sigma _{\textsf {E}}^22^{R_{\rm o}}}\right )}}{e^{-(\eta _k-\zeta )/\sigma _{\textsf B}^2}-e^{-(\eta _{k+1}-\zeta )/\sigma _{\textsf B}^2}}, \end {aligned}\end {equation}


\begin {equation}\label {eq:TOFQ_SNOP2} \begin {aligned} &P_{\rm {non}}^{\rm {TOFQ}}\left (\sigma _{\textsf {B}}^2, \zeta , R_{\rm o},k \right )\\ &\ge \Pr \left (\log _2\left (1+\vert h_{{\textsf {B}},i} \vert ^2 \rho \right )\geq R_{\rm o} \Big | \eta _k\le \vert h_{{\textsf {B}},i} \vert ^2<\eta _{k+1}\right )\\ &=\int _{\theta _k}^{\theta _{k+1}}f_{X_{k}}(x)dx=\frac {e^{-(\theta _{k}-\zeta )/\sigma _{\textsf B}^2}-e^{-(\theta _{k+1}-\zeta )/\sigma _{\textsf B}^2}}{e^{-(\eta _{k}-\zeta )/\sigma _{\textsf B}^2}-e^{-(\eta _{k+1}-\zeta )/\sigma _{\textsf B}^2}}, \end {aligned}\end {equation}
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\begin {equation*}f_{X_k}(x)=\frac {f_{\overline {X}}(x)}{\int _{\eta _k}^{\eta _{k+1}}f_{\overline {X}}(x)dx}=\frac {1}{\sigma _{\textsf B}^2}\frac {e^{-(x-\zeta )/\sigma _{\textsf B}^2}}{e^{-(\eta _k-\zeta )/\sigma _{\textsf B}^2}-e^{-(\eta _{k+1}-\zeta )/\sigma _{\textsf B}^2}}.\end {equation*}


$\theta _{k}$


\begin {equation*}\theta _k= \begin {cases} \frac {2^{R_{\rm o}}-1}{\rho }, &\text {if } \eta _k < \frac {2^{R_{\rm o}}-1}{\rho },\\ \eta _k,&\text {otherwise}. \end {cases}\end {equation*}
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\begin {equation*}\log _2 \left ( \frac {1+\vert h_{{\textsf {B}},i} \vert ^2 \rho }{1+\max \limits _{j\in \mathcal {M}_{\textsf {E}}} \vert h_{j,i} \vert ^2 \rho } \right ) \geq R_{\rm o},\end {equation*}


$\alpha =1$


$i$


$R_{\rm o}$


$P_{\rm {out}}^{\rm {IC}}(\mathcal {N}_{\textsf {U}},\mathcal {N}_{\textsf {E}},\alpha ,R_{\rm o})$


\begin {equation*}\begin {aligned} P_{\rm {out}}^{\rm {IC}}\left (\mathcal {N}_{\textsf {U}},\mathcal {N}_{\textsf {E}},\alpha ,R_{\rm o}\right )&= 1 - P_{\rm {non}}^{\rm {IC}} \left (\mathcal {N}_{\textsf {U}},\mathcal {N}_{\textsf {E}},\sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2,\alpha , R_{\rm o}\right ) \\ &= 1 - \left [\sum _{\substack {\mathcal {M}_{\textsf {E}}\in \mathcal {P}(\mathcal {N}_{\textsf E})\\\mathcal {M}_{\textsf {E}}\neq \varnothing }} \alpha ^{|\mathcal {M}_{\textsf {E}}|} \left (1-\alpha \right ) ^{N_{\textsf {E}}-|\mathcal {M}_{\textsf {E}}|}\right .\\ &\qquad \qquad \quad \times P_{\rm {non}}^{\rm {IC}} \left (\mathcal {N}_{\textsf {U}},\mathcal {M}_{\textsf {E}}, \sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2, R_{\rm o} \right ) \\ &\qquad \qquad \quad +\left .\left ( 1 -\alpha \right )^{N_{\textsf {E}}} P_{\rm {non}}^{\rm {IC}} \left (\mathcal {N}_{\textsf {U}}, \sigma _{\textsf {B}}^2, R_{\rm o} \right ) \right ], \end {aligned}\end {equation*}


$P_{\rm {non}}^{\rm {IC}}(\mathcal {N}_{\textsf {U}},\mathcal {M}_{\textsf {E}}, \sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2,R_{\rm {o}})$


\begin {equation*}\begin {aligned} P_{\rm {non}}^{\rm {IC}}\left (\mathcal {N}_{\textsf {U}},\mathcal {M}_{\textsf {E}}, \sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2, R_{\rm {o}} \right ) &=1-\prod _{i\in \mathcal {N_{\textsf U}}}P_{{\rm out}, i}^{\rm {IC}}\left (\mathcal {M}_{\textsf {E}}, \sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2, R_{\rm {o}} \right )\\ &=1-\left (1-P_{\textsf {U}}^{\rm {IC}}\left (\mathcal {M}_{\textsf {E}}, \sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2, R_{\rm {o}} \right )\right )^{N_{\textsf {U}}}, \end {aligned}\end {equation*}


$P_{\textsf {U}}^{\rm {IC}}(\mathcal {M}_{\textsf {E}}, \sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2, \rho , R_{\rm {o}})$


$\mathcal {M}_{\textsf E}$


\begin {equation*}\begin {aligned} {P_{\textsf {U}}^{\rm {IC}}\left (\mathcal {M}_{\textsf {E}}, \sigma _{\textsf {B}}^2, \sigma _{\textsf {E}}^2, R_{\rm {o}} \right )} &=\Pr \left ( \log _2\left (\frac {1+\vert h_{{\textsf {B}},i} \vert ^2 \rho }{1+\max \limits _{j\in \mathcal {M}_{\textsf {E}}} \vert h_{j,i} \vert ^2 \rho }\right )\geq R_{\rm o} \right )\\ &=\int _{\frac {2^{R_{\rm o}}-1}{\rho }}^{\infty }f_{X}(x)F_{\widetilde {Y}}\left (\frac {1}{\rho }\left (\frac {1+x\rho }{2^{R_{\rm o}}}-1\right )\right )dx\\ &=\sum _{m_{\textsf {E}}=0}^{M_{\textsf {E}}}\begin {pmatrix}M_{\textsf {E}}\\m_{\textsf {E}}\end {pmatrix}\frac {(-1)^{m_{\textsf {E}}} \sigma _{\textsf {E}}^{2}2^{R_{\rm o}} }{\sigma _{\textsf {E}}^{2}2^{R_{\rm o}} + \sigma _{\textsf {B}}^{2}m_{\textsf {E}}}\exp \left (-\frac {2^{R_{\rm o}} - 1}{\sigma _{\textsf {B}}^{2} \rho }\right ), \end {aligned}\end {equation*}


$M_{\textsf E}=|\mathcal {M}_{\textsf E}|$


$P_{\rm {non}}^{\rm {IC}}(\mathcal {N}_{\textsf {U}}, \sigma _{\textsf {B}}^2, \rho , R_{\rm {o}})$


\begin {equation*}P_{\rm {non}}^{\rm {IC}}\left (\mathcal {N}_{\textsf {U}},\sigma _{\textsf {B}}^2,R_{\rm {o}} \right ) = 1-\prod _{i\in \mathcal {N}_{\textsf U}}P_{{\rm out},i}^{\rm {IC}} \left ( \sigma _{\textsf {B}}^2,R_{\rm {o}} \right ) = 1-\left (1-P_{\textsf {U}}^{\rm {IC}}\left ( \sigma _{\textsf {B}}^2, R_{\rm {o}}\right )\right )^{N_{\textsf {U}}},\end {equation*}


\begin {equation*}\begin {aligned} P_{\textsf {U}}^{\rm {IC}}\left (\sigma _{\textsf {B}}^2, R_{\rm {o}}\right )&=\Pr \left ( \log _2\left (1+ \vert h_{{\textsf {B}},i} \vert ^2 \rho \right ) \geq R_{\rm {o}} \right ) \\ &=\int _{\frac {2^{R_{\rm o}}-1}{\rho }}^{\infty }f_{X}(x)dx=\exp \left (-\frac {2^{R_{\rm o}}-1}{\sigma _{\textsf {B}}^{2}\rho }\right ). \end {aligned}\end {equation*}


\begin {equation*}P_{\rm {out}}^{\rm {WC}}\left (\mathcal {N}_{\textsf {U}},\mathcal {N}_{\textsf {E}},R_{\rm o}\right )=1-P_{{\rm non,1}}^{\rm {TOF}}\left (\mathcal {N}_{\textsf {U}},\mathcal {N}_{\textsf {E}},\sigma _{\textsf B}^2,\sigma _{\textsf E}^2,R_{\rm o}\right ),\end {equation*}
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multiple access wire-tap channels [16], and wire-tap channels with mul-
tiple antennas [17,18]. These analyses have progressively advanced
PLS’s theoretical and practical understanding across various wireless
network configurations.

To achieve a high secrecy rate, extensive research has been studied
on secure transmission techniques, including secure beamforming, ar-
tificial noise (AN) generation, and user scheduling, in various network
configurations [19-25]. Furthermore, PLS techniques based on innova-
tive communication technologies, such as millimeter-wave (mmWave)
and Terahertz (THz) communications, massive multiple-input multiple-
output (mMIMO), non-orthogonal multiple access (NOMA), cooperative
relaying and backscatter communications, etc., have been developed
[26-32]. These innovations have significantly enhanced the robustness
and adaptability of PLS strategies, paving the way for their application
in complex and diverse wireless networks.

The aforementioned PLS techniques have primarily addressed passive
eavesdropping scenarios, where EVEs attempt to intercept and decode
private messages of legitimate users without emitting any signals. On
the other hand, other eavesdropping scenarios have also been investi-
gated, including active and potential EVEs. In the active eavesdropping
scenario, EVEs not only try to intercept private messages for legitimate
users but also transmit disruptive signals to execute attacks, such as pi-
lot contamination, jamming, and false information feedback, leading to
potential network malfunctions [33-35]. In contrast, potential EVEs op-
erate within the network and selectively attempt to eavesdrop based on
their operational context.

A representative example of potential eavesdropping is observed in
time division multiple access (TDMA) networks, where multiple user
equipment (UEs) access a base station (BS) in distinct time slots. In this
scenario, the scheduled UE acts as a legitimate user, while the unsched-
uled UEs may serve as potential EVEs [36-41]. Importantly, legitimate
UEs can access full or partial channel state information (CSI) of these
potential EVEs. Another notable case involves malicious radar targets,
whose location and CSI can be estimated using radar functionalities
[42]. Similarly, untrusted relays operating in an amplify-and-forward
(AF) manner to assist legitimate communications while attempting to
decode intercepted signals also exemplify potential EVEs [32,43,44]. In
other words, the term potential is used in the sense that such commu-
nication entities can also participate in their legitimate networks while
simultaneously posing a security threat by eavesdropping on communi-
cations.

Building on such scenarios, PLS techniques designed to counter po-
tential EVEs have recently garnered considerable attention [41,44-48].
In [41], the PLS performance was analyzed in downlink multi-user
multiple-input single-output (MU-MISO) cellular networks under the
presence of potential EVEs, where an opportunistic feedback strat-
egy was employed to enhance security performance. In [45], the au-
thors studied energy-efficient cooperative secure transmission in down-
link mmWave vehicular networks with potential eavesdropping vehi-
cles, where a deep recurrent reinforcement learning (DRRL) framework
was employed to jointly optimize beam allocation, relay selection, and
power control. In [44], a low-complexity space-time code-based PLS
scheme was proposed for two-way untrusted relay networks, in which
the relay primarily assists both terminals while potentially attempting
to decode their confidential messages without authorization. Further-
more, advanced communication technologies such as integrated sensing
and communication (ISAC) [46] and reconfigurable intelligent surface
(RIS) [47,48] have also been incorporated into PLS frameworks. Specif-
ically, in [46], the authors developed a sensing-assisted PLS framework,
where an ISAC BS applies the combined Capon and approximate maxi-
mum likelihood (CAML) technique to estimate the directions of poten-
tial EVEs. In [47], the authors investigated transmit power minimization
for secure communication in simultaneously transmitting and reflecting
(STAR)-RIS-assisted multiple-input multiple-output (MIMO) networks,
where the transmit covariance matrix and the STAR-RIS’s transmission
and reflection coefficients were jointly optimized using a penalty-based
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Fig. 1. Illustration of an uplink wireless network with multiple legitimate UEs
and potential EVEs.

alternating optimization algorithm. In [48], a robust PLS scheme was
proposed for STAR-RIS-assisted wireless networks under full-space cov-
erage, where transmit beamforming and STAR-RIS configuration were
jointly optimized in the presence of a potential EVE with uncertain lo-
cation and partial CSI.

The behavior of potential EVEs has been modeled based on their
eavesdropping probability, and PLS performances against potential
EVEs have been investigated in cellular downlink [39,41] and uplink
networks [37], respectively. However, no prior work has focused on user
feedback schemes specifically designed to enhance PLS performance in
uplink wireless networks against potential EVEs. In this paper, we pro-
pose novel analytical user scheduling strategies to address this gap, aim-
ing to improve PLS performance in uplink wireless networks. We mathe-
matically analyze the secrecy outage probability (SOP) and effective se-
crecy throughput (EST) performance of the proposed strategies. To val-
idate their efficacy, we compare the performance with the benchmarks,
including the conventional opportunistic feedback (OF) strategy.

The remainder of this paper is organized as follows. In Section 2, we
introduce the system model of uplink wireless networks with potential
EVEs and conventional OF strategy. In Section 3, we elaborate on the
proposed two-step opportunistic feedback (TOF) strategies. In Section 4,
we mathematically analyze the PLS performance of the proposed TOF
strategies. In Section 5, numerical results are presented with detailed
explanations. Finally, Section 6 concludes the paper, summarizing key
findings and suggesting future research directions.

2. System model and preliminaries

We consider an uplink wireless network consisting of a base station
(BS), Ny legitimate user equipment (UEs), and Ng potential eavesdrop-
pers (EVEs), as depicted in Fig. 1. Here, the potential EVEs are also
legitimate UEs that are either served by the BS or another neighbor-
ing BS but are inactive in the current time slot [49]. These EVEs may
unintentionally overhear data transmission between the BS and legiti-
mate UEs with an eavesdropping probability « € [0, 1].! All communica-
tion nodes are equipped with a single antenna, and all wireless links in
the network are modeled as undergoing independent Rayleigh fading.?

1 This is called the random eavesdropping (RE) strategy. If a = 1, it is defined
as the full eavesdropping (FE) strategy.

2 Although we consider single-antenna system models in this paper, the pro-
posed feedback strategies can be readily extended to multi-antenna scenarios
by incorporating spatial channel characteristics, depending on the employed
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Specifically, in Fig. 1, hg; ~ CN'(0, o‘ Dand hy; ~ CN(0, a ,) represent
wireless channel coefficients from the ith legltlmate UE to the BS and to
the jth potential EVE respectively, where i € Nj £ U £{1,2,..., Ny} and
j € Ng 2{1,2,..., Ng}. The channel variance ¢2, £ d n reﬂects large-
scale fading effect where d;; denotes the dlstance between nodes j and
i, and n represents the path loss exponent. All wireless channel coeffi-
cients are assumed to remain constant for at least one frame transmis-
sion between legitimate nodes. For the sake of brevity, in this paper, we
assume identical channel variances for all legitimate and eavesdropping
links, i.e. o‘é = a and "/ = 02 for all i € Ny and j € Ng. Note that
the proposed user scheduhng strategles are readily generalizable to any
network topology, even without this assumption. We also assume that
the EVEs operate independently; that is, they do not share any informa-
tion intercepted from legitimate links with each other.

As noted earlier, unlike active or passive EVEs, potential EVEs are
legitimate UEs that do not participate in the feedback phase in the cur-
rent time slot, e.g., due to having no uplink data to transmit. Therefore,
legitimate UEs can obtain the CSI of potential EVEs. For example, they
can estimate the CSI of surrounding nodes, including potential EVEs, by
leveraging periodically transmitted pilot signals and the channel reci-
procity property in time division duplex (TDD) systems. This is partic-
ularly relevant to uplink networks, where all UEs—including those that
are temporarily inactive—periodically send pilot signals for synchro-
nization and channel estimation purposes at the BS. Therefore, the CSI
of potential EVEs remains accessible for secure scheduling purposes.

2.1. Conventional opportunistic feedback (OF) strategy

In the opportunistic feedback (OF) strategy proposed in [38,41], the
ith legitimate UE sends its channel gain |hg,|? to the BS when it is
higher than or equal to a certain threshold ¢, i.e., |hg; |2 > ¢, where ¢ de-
notes the channel gain threshold for uplink feedback. Based on this feed-
back, the BS schedules a legitimate UE for transmission. Let My = {i |
|hg ;1> = ¢,i € Ny} be the set of UEs that send their channel gains to the
BS. In the special case where ¢ = 0, all legitimate UEs send their channel
gains, i.e., My = N; this case is called a full feedback (FF) strategy.
Once feedback is received, the BS schedules the i*th UE with the high-
est channel gain among the UEs in My, i.e., i* = arg ’_1611/31); |hB’,|2. Such

a simple scheduling strategy is employed because we focus on the feed-
back procedure. It is worth noting that scheduling is beyond the scope
of this paper, and the proposed techniques are not restricted to a specific
user scheduling manner.

2.2. Secrecy outage probability (SOP)

When the ith legitimate UE sends an information-bearing signal to
the BS with an average transmission power P, the theoretical achievable
secrecy rate is defined as

Rsec,i 2 log, (1 + |hB,i|2ﬂi) _jrgﬁ(g log, (1 + |hj,i|2pi)

~ log, 1+ IhB,ilzpi ’
1 +jrg% 1, i1%p;
where Mg C N represents the set of activated potential EVEs attempt-
ing to intercept the transmission. It is noteworthy that the activation
probability « of each EVE is not explicitly included here, as the SOP is
defined conditionally on a fixed realization of the active EVE set. The in-
fluence of « is subsequently incorporated when considering all possible
active EVE sets, as shown in (5), (17), and (25).

The term p; £ P,/ N, denotes the average transmit signal-to-noise ra-
tio (SNR), where N, is the power of an additive white Gaussian noise

beamforming technique-such as maximum ratio combining (MRC) or secure
beamforming. We leave such extensions to future work, as our current focus is
to investigate the fundamental performance trends of the proposed schemes.
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(AWGN) at the receive sides, i.e., the BS and potential EVEs. This formu-
lation captures the competitive interplay between the legitimate trans-
mission channel and the potential eavesdropping channels, serving as a
foundation for evaluating secrecy performance.

The secrecy outage probability (SOP) quantifies the likelihood that
the achievable secrecy rate is lower than a target secrecy rate. That is,
the SOP is expressed as

Poul,i (Ro)

where R, [bps/Hz] represents the target secrecy rate. This means that
a secrecy outage occurs when the instantaneous achievable secrecy rate
falls below the target rate.

£Ppr (Rsec,i < Ro)’

3. Proposed two-step user scheduling strategies

We propose a novel two-step opportunistic feedback (TOF) strategy
against multiple potential EVEs to improve PLS performance in up-
link wireless communication networks. Furthermore, considering real-
ization, we extend the TOF to a practical two-step opportunistic feedback
with quantization (TOFQ) strategy. For simplicity, we assume that all UEs
have the same transmit power P.

3.1. Two-step opportunistic feedback (TOF) strategy

3.1.1. StepI

In the first step, feedback from each legitimate UE is performed under
the assumption that all EVEs attempt to eavesdrop on uplink transmis-
sions from the legitimate UEs. Specifically, the ith legitimate UE sends
its channel gain |hg;|? to the BS so that it can be scheduled by the BS if
the following condition of the worst-case secrecy rate is satisfied:

1+ |hg,|%p
log, le 2 R,. @
L+ max |h;;|%p
jeNg 7

Note that since each UE feeds back its channel gain under the assump-
tion that all Ng potential EVEs attempt to eavesdrop, if at least one UE
out of the Ny legitimate UEs meets the worst-case secrecy rate condi-
tion, a secrecy outage definitively does not occur regardless of the BS’s
user scheduling.

3.1.2. Step II

If there is no legitimate UE satisfying the feedback condition in (1),
the conventional OF strategy in Section 2.1 is employed. In other words,
the ith UE feeds its channel gain back to the BS when |Ag; |2 > ¢; the BS
then schedules a UE with the highest channel gain among those UEs.

This fallback is motivated by the need to maintain communication
continuity even when the secrecy rate constraint cannot be satisfied. Al-
though the OF strategy may compromise secrecy performance, it enables
the BS to still schedule a legitimate UE for uplink transmission, thereby
avoiding communication outages under unfavorable channel conditions.
It is worth noting that during both phases, the ith UE only exploits CSI
from itself to the BS and potential EVEs and does not require the instan-
taneous activity of each EVE.

The transition from the first to the second step is managed by the BS.
If no legitimate UE transmits feedback within the designated interval,
the BS detects the absence of valid uplink signals and initiates the second
step via a timer-based mechanism or an internal control signal. The BS
then broadcasts a scheduling control message to prompt legitimate UEs
to proceed with the second step.

3.2. Two-step opportunistic feedback with quantization (TOFQ) strategy

The aforementioned TOF procedure requires the channel gain feed-
back of a continuous real value, and such a feedback policy causes sig-
nificant overhead in the uplink control signaling. As an extension of
TOF, considering the implementation in realistic wireless networks, a
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practical TOF strategy based on quantization (TOFQ) is developed in
this subsection. Briefly, the TOFQ strategy has the same overall pro-
cedure as the TOF except that the UE feeds back the quantized chan-
nel gains instead of continuous channel gain values. An L-bit quan-
tization of the channel gain status from a legitimate UE to the BS is
assumed.

3.2.1. StepI

If the ith legitimate UE satisfies the feedback condition of (1), it feeds
back the bit stream with all ones, 11... 1), i.e., the largest binary value
that can be represented by L bits. As in the TOF strategy, a secrecy
outage does not occur definitively if at least one legitimate UE feeds
back the bit stream with all ones.

3.2.2. Step Il

In the second step, the ith legitimate UE feeds back a bit stream
between 00 ... 00, and 11 ... 105, according to the L-bit quantization of
the channel gain |hg;|?. The more detailed process is illustrated in Fig. 2
with the following simple example.

Example 1 (TOFQ with two quantized bits for channel gain feedback).
As shown in Fig. 2, when the number of bits for channel gain quantiza-
tion L = 2, three (2 — 1) regions (Region 0, 1, and 2) for channel gain
feedback can be defined in Step II, and each channel gain region can
be sequentially represented by 00,01 ), and 10,). Recall that 11, has
already been defined in Step I. We define a set of 2- — 2 channel gain re-
gions with K £ {0, 1,...,2L — 2}. The boundaries between two adjacent
regions are determined so that each region has the same probability of
channel gain realization, that is, P,.qio,(L) = 1/(2% = 1) = 1/3. Let us de-
fine two random variables as X 2 |hg;|? for i € M and X 2 |hg,|? for
i € My = {illhg,|*> 2 £,i € Ny}. The probability density function (PDF)
and cumulative distribution function (CDF) of X, denoted by fy(x) and
Fy(x), are given by

) (2)
and

Fy(x)= l—exp(—%>, 3
o
B

respectively. Since the PDF of X, fx(x), is given by

egion

fx(x) = Lz exp <—
°g

mqwl =

_ I 1 _x=¢
fy(x)—TX(C)—Gé 3XP< 02> “

B

from (2) and (3), the region boundary #, for k € K is obtained by 7, =
¢ and 5, = —aé ln(e_(""*‘_”[’)/"fzi - QL =D + ¢, for k> 0; e.g., when
L=2, aé =1, and ¢ = 1, the region boundaries are given by n, = 1,7, »
1.4055, and 7, = 2.0986, respectively.

The BS then schedules a legitimate UE that feeds back the high-
est quantized channel gain. If multiple UEs send the highest quan-
tized channel gain to the BS, the BS randomly schedules one of

them.

4. Secrecy performance analysis

In this section, we mathematically analyze the SOP performance of
the proposed TOF and TOFQ strategies in an uplink wireless network
with potential EVEs. Before deriving the analysis of the proposed strate-
gies, we reanalyze the SOP of the conventional OF strategy when apply-
ing it to the uplink network.
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| i }
Region 0 i Region 1 | Region 2
; | >
0o | ! x
Quantized Bits —{> 00(2) | 0l(o) | 10¢2)
o m m

(=¢)

Fig. 2. An example of quantized channel gain region when L =2 in the pro-
posed TOFQ strategy.

4.1. Conventional opportunistic feedback strategy

From [38, Theorem 1], the SOP for the conventional OF strategy,
denoted by PQOF(Ny, Ng, 05,02, ¢,a, R,), is given as follows:

out

POF(NU,NE,Ué,Gé,C,a, RO)

out

=1- P (Ny, Ng.03.02.¢.a. R,)

non

Ny—=IMyl
=1 - Yryerwiy PR (og, M1 - PR3, 0))
My#o 5)
X ZMEEP(NE) a\ME|(1 _ a)NE*\ME\PlS)l:‘(MU’ME’Uéyaé’C’RO)
Me#0

+(1 =M PN (My, 03, L. R, )],

non

where P(-) denotes the power set operator and | - | represents the car-
dinality of a set, which is defined as the number of elements in the set.
Furthermore, POr(-) and PJF(-) represent the secrecy non-outage proba-
bility (SNOP) and the feedback probability of each legitimate UE, respec-
tively. The SNOP expression has the following three cases, depending on

the particular subsets of legitimate UEs and EVEs considered:

. Pn?;(./\f us N E,aé, o‘é, ¢ a, RO) denotes the overall SNOP of the sys-
tem, considering all legitimate UEs and potential EVEs,

. PS}E(MU,ME,aé, o‘é, ¢, RO) represents the SNOP when Mg poten-
tial EVEs attempt to eavesdrop and M, out of N, legitimate UEs
feed their channel gain back to the BS

. P&E(Mu,aé,g ,Ro) denotes the SNOP when M|, legitimate UEs
send feedback, and there are no potential EVEs attempting to eaves-
drop, i.e., Mg = @.

First, POY(My, Mg, o‘é, aé, ¢, R,), is derived as follows:

non

POF(Mu,MEGé, Ué, ¢, Ro)

non

1+|hB',v* 12p
=Pr <10g2 <m> > R, |lhg | 2 C)
JEME J (6)
| [ 1+lhg 0
=Pr <maxjeME [k ? < ;<2+ - 1) |hg 1 > §>
= 7 rroFp (52 - 1) Jax,

where two random variables are defined as X £ max |hg,|*> and Y 2
iemMy

mj‘,{‘ |hj.,-|2. Since the PDF of X and the CDF of ¥, denoted by f(x) and
JEME
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Fy(y), respectively, are given by

o My-1
fg(x) = —zuexp(—x_2§><l —exp <_X—2C)>
g g %8
vy @
My (MU —1>(_1)mu exp(_(mw li(x_o>
o5 =0 %8
and

_ v\ Me Mg
Fo=(1-e%) =Y (ME>(—1)"'Eexp -, ®)
mg=0 Mg oz

E
where My, = |[My| and Mg = | M|, (6) is derived as follows:

POF(Mu,ME,O'é,O'é,g, RO)

non
My-1 Mg

— My-1 M (=1)mutme O.é MU2R°
-2, 2, (%)) o

2 R,
my=0 mg=0 O'E(mU + 1)2% + OgMMg

(my+1DO-0 mg (1+6p
(-t ()

B

where

2Ro—1, if ¢ < 2ozt 2Ro 1
0= 4 (10)

¢, otherw1se.

Moreover, POF(My, aé, ¢, R,) is derived as follows:

PO (My,05.C. R,)

non

=Pr (log, (1+ |hg«|*p) > R,|lhg > > ¢)

_A\\ an
=1—F)7(9)=1—<1—exp<—962§>> s
B

since the CDF of X, F3(x), is given by

My
Ff(x):(l—exp<—x_2§)> . 12)
g

Finally, the feedback probability of each legitimate UE, denoted by

PSF<0§, ),is given by

P"(05.¢) = Pr (Ihg,I* > ¢) = exp (—%) 13)
(o
B

because |hg,|? is a random variable following an independent and iden-
tically distributed exponential distribution with a rate parameter of
1/ O'é.

A closed-form expression of the SOP for the conventional OF strategy
in an uplink wireless network with potential EVEs is then obtained by
plugging (9), (11), and (13) into (5).

4.2. Proposed two-step OF (TOF)

Now, we analyze the proposed TOF strategy in Section 3.1. Before
presenting the analysis results, we define an additional random variable
y & max |, | in addition to (2)-(4), (7), (8), and (12) that is required

/E
during derlvation. The CDF of Y, F7(y), is given by

a2 e % mey
Fy<y>=(1—e "E> =m§0<mE>( 1) ex p( 22 > (14)

For a given topology and target secrecy rate R, [bps/Hz], the SOP

of the proposed TOF strategy, denoted by PTOF(WN, N, aé, o‘é, a,(,R,),
can be defined as follows:
PIOF(Ny, Ng.o2.02.a.0. R,) 15)

_1—[PTOF(Nu,NE, ,R)

non,1
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non,1 non,2

(1 — pToF (.Afu,./\/E,Gé,O'é,RO)>PTOF (NU,NE,O'é,Gé,a,C,RO)]

= [1 —PTOF Nu,./\/E,O'é,UE,

non,1

)| [1 - BI9% (V. N0 o2 2. R,)].

non,2

where PTOF(.) represents SNOP at the ¢ € {1,2}th step of the TOF strat-

non,t
egy; and they are respectively derived as follows:

Ny
PION =1 - (1= P Wi, 03,02 R))) 16)
and
Ny-IMyl
TOF _ TOF, 2 ~IMyl(1 _ pTOF, 2
PO = Y B 0l (1- RIS 0))
MUeP(Nu)
My#2
x Z aMEl(] — g)Ne~IMel 17
MEEP(NE)
MEe#B,Mg#Ng

X PrOF(My, Mg, 05,020, R,)
+( a)NEPTOF(MU’o'é,g, Ro)]’

non

where PTOF( -y and PTOF(.) denote the feedback probability of each legit-
imate UE at the rth step and the SNOP according to the potential EVEs
attempting to eavesdrop, respectively. It is worth noting in (17) that the
case in which all EVEs are active is excluded, i.e., Mg # N, as we as-
sume in the first step that all potential EVEs are already attempting to
eavesdrop.

The feedback probability of each legitimate UE at the first step, de-

noted by PTOF(.A/ E: 05, 0g Ro), is given by

1+ |hBJ|2p

1 + max |h;;|?
jeNEI ;.il*p

>R, (18)
[ 1/ 1+xp
_/ZRD | IxWFy <p< o
P

1) )ax

NE (—1)mE GéZR“ 2R0 -1

5 (o) o ()
mg=0 \ME/ 0g2% + opmg Y
In the first step, each legitimate UE evaluates its worst-case secrecy rate
under the conservative assumption that all potential EVEs are eaves-
dropping. Since this condition is stricter than the actual secrecy outage
criterion, the presence of at least one legitimate UE that feeds back its
channel gain ensures that a secrecy outage has not occurred. Accord-
ingly, the SNOP at the first step of the TOF strategy is derived in (16) as
one minus the probability that no UE sends feedback.

In addition, using Bayes’ theorem, the feedback probability of each
legitimate UE in the second step, denoted by PTOF(

(NE, ,R ) = Pr|log,

o5 ), is given by

l+|hBi|2P
log,)] ——— | <R 19
&2 1+ max |h;;|2p ° (19)
JENE

I+|hg, |2
Pr <log2 <m) <R, |lhg,|* > c) Pr (|hg,* 2 ¢)
JENE

1+|hg,|?p
Pr <10g2 < I+max |h;;|2p < R"
jeNg

where the probabilities are derived as

P (05:¢) =Prlhg, > 2 ¢

prfiog, | | g lhg, I > ¢ (20)
S| T max a2 | ) B 7
JENE ’
1-pr|l L+ Ihe, >R |lhg, > = ¢
=1—-"Prllo R .
g2 1+max|h| = To|TBal =
JENE

1+xp
(A )
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Ne m R,
N, —1)"egg2®o 60— 1+6
=1_Z< E>(2R)—EzeXp - zc+ < RP l) ’
a0 \Mg ) 022R +opme o Ep 2R,

Pr(|hg; > 2¢) =1— Fy({) = exp <—f—2> (21)

B
and (18), respectively. Moreover, 6 is given by (10).

On the other hand, when one or more potential EVEs attempt to
eavesdrop and My out of N, legitimate UEs feed their channel gain
back to the BS, the SNOP denoted by PTOF (M), Mg, oé, o‘é, ¢, Ro) is given
by
PIOF(My, Mg, 05,02,¢, R,) (22)

non

1+max|hB,|2
= Pr|lo, >R
£2 l+max 2 |~

1 hg,|?
, +max [hg, %
Ihe,l” 2 ¢.loga | o 7, | < Ro

1+max |h,;|?
jeNEI il*p

1+ by lhg,*p

>Pr lo >R ||lhg.|? >
2> l+max|h |7 ollheil” 2 ¢

- [ oo (313

B MUZ—I % <MU—1> <ME> (—1)mU+mEO'éMU2R“ ei(vnuzlé)(!/{))r%(%il))
me ’

my o2 (my+1)2R + o2me

my=0 mg=0
where inequality (a) is derived from the definition of conditional prob-
ability and is applied to facilitate the derivation of a closed-form ex-
pression by eliminating a conditioning event. According to the defi-
nition of conditional probability, removing the conditioning term re-
sults in a probability that is less than or equal to the original. With
the same approach, when no EVE is attempting to intercept the uplink
transmission from the legitimate UE, the SNOP, which is denoted by

PIOF(My, 0, 058, R »)> can be lower bounded as follows:
PIOF(My,05.8.R,) (23)
1+ max |hg,|*p
=Pr|log, [ 1+ max |hg,|?p ) > R,||hg,|* = ¢, log M <R
2 ieMy B.i = o B.i =5 2 1+1_2§/).(|hj,i|2p 0
J E

Pr| I 1 hgI’p ) = R,||hg,|* =
r<0gz< + max | B,,Ip)_ o|1h84l _§>

My
/fX(x)dx—l—F(O)—1—<1—exp< _§>> )
O,

B
Therefore, an upper bound of the SOP for the proposed TOF strategy
is obtained by substituting (16)-(23) into (15).

4.3. Proposed two-step OF with quantization (TOFQ)

With the same approach as (15), the SOP of the proposed TOFQ strat-

egy, i?FQ(N us Ne.a, ¢, R,, L), can be defined as follows:
:;?FQ(NU,NE,G R ) 29
[1 - nTO‘j‘]Q(NU,NE, Hl - PI"(Wy. Ne. a, C,RU,L)],

where PTOFQ

non,t

and we can intuitively state that P

non, 1

() represents SNOP at the rth step of the TOFQ strategy,
TOFQ _ PnT(;F in (16) because it is not

related to quantization. Furthermore, P™"? is derived as follows:

non,2
Ny—IMyl
TOFQ _ TOFQ, 2 Myl _ pTOFQ, 2 v
Pt= X R 0 (1= R 0)
My€EPNY)
My#@

x Z P(My. k) Z aMel(] — q)Ne~IMel (25)
kex MgEP(Ng)
Me£0.Me# N

X PR Mg, 05,02, Ry, k)

non

+(1 = )™ PTO(62 ¢ R, )],

non
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where the feedback probability for each legitimate UE, denoted by

TOFQ( 2), is equal to PTOF( -) in (18) and (19) because it is also indepen-
dent of quantization; and P(My, k) represents the probability that the
highest channel gain among M, legitimate UEs is between 7, and
and that at least one UE exists in the region k € K £ {0,1,...,2F -2},
which is given by

2t 1AMy
PMy.k)=( 1= PMy,I+1) (1— 1- — ) (26)
v < Z;‘ v ) ( k+1)

where n,._; = oo and P(My, 2% — 1) = 0 because this region is for the first
step. As described in 3.2, considering the L-bit quantization for channel
gain feedback, 2 — 1 regions from O to 2L — 2 are given in the second
step. Finally, with the same approach as (22) and (23), the SNOPs, de-

noted by PI"Q(.), can be derived as

PIOFQ( M. 03, 02,8, Ry k)

non

L+ |hg,*p
> Pr|log,| ——————— | > R,|n, < |hg,|* <
= 53 1+ max |hj;|2ﬂ > Ro|ny < |hg,l Miet1
JEME :
Opp1
1(1+xp
= ka(x)F;,<—< R —1>>dx
o AN 27)

M, 29R f?_:TE(zR%'O
E ME (_I)V"ED-EZ oe’B E’
me

29R 2
e=0 o‘EZ o+ oM

)

)

LM L, mE
O (.7+522Ku ) Ok <HT+622R0
e B E —e B E

e~ =0/05 _ o=l =0/}

and

P (05.¢. Ry k)

>Pr (Ing (1+1hg,Pp) = < lhg,l? < '7k+1)
[ o~ O=0/0f _ o= =0)/c}

= ()dx = : )
0 Ix, D/ _ =1 =0/}

(28)

respectively, where X, £ |h;,|? is a random variable for #, <|h;,|*> <
e+1; and the PDF of X, is given by
Sx()

fx (x) = = — .
k /ﬂ‘zkﬂ fx(0)dx gé e~ =0/0F _ o= =0/

1 e*(’“{)/aé

In addition, 0, is given by

2Ro | : 2Ro |
o= 7 Tm=T
s otherwise.
An upper bound of the SOP for the proposed TOFQ strategy is then
achieved by substituting (16), (18), (19), and (25)-(28) into (24).

5. Simulation results

We evaluate the SOP and effective secrecy throughput (EST) of the
proposed TOF strategies, including its quantized variant, TOFQ, and
verify the mathematical expressions in 4 through extensive computer
simulations. Along with the conventional opportunistic feedback (OF)
strategy, we further consider the following two extreme cases as bench-
marks.

e Ideal Case (IC): It is assumed that each legitimate UE can exploit not
only the channel gains to all potential EVEs but also their instanta-
neous activities (eavesdropping or not). Although this is infeasible
in practice, it is meaningful in that it provides a lower-bound of the
achievable SOP for a given system model. Specifically, when the ith
legitimate UE satisfies the feedback condition of

1+ |hg,l?p

2

log,| ————
1+ max |h;;|?
jeMEI il*p

it feeds back its channel gain to the legitimate BS to request schedul-
ing.
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e Worst Case (WC): Each legitimate UE conservatively feeds back its
channel gain to the BS. To be specific, each legitimate UE assumes
that all potential EVEs always attempt to eavesdrop on the secure
message, i.e., « = 1; hence, the ith legitimate UE feeds back its chan-
nel gain when the feedback condition of (1) is satisfied.

The mathematical expressions of the SOPs for both cases are given as
follows:

e Ideal Case: For a given topology and target secrecy rate R, [bps/Hz],
the SOP of this case, denoted by PIS(Ny, Mg, a, R,), can be defined
as follows:

P (NU,NE,a, Ro) =1-PC (NU,NE,Gé,aé,a, RU)

out non

=1- Z

MgEP(N)
Me#o

i 2 2
X P (NU, Mg, og, 0, RO)
Ne plC 2
+ (1 =) PIC (Ny,03.R,)].
where the SNOP when one or more potential EVEs attempt to eaves-

non
drop, P (Ny, Mg, aé, aé, R,), is derived as

alMEl(l —_ a)NE_lMEl

PC (Ny-Mg.o5.08.R,) =1- H P (Mg.o5.02.R,)

out,i
iENy
=1-(1- P (Mg, 02,02, R,)) ™,
where PlIJC(ME, o‘é, o‘é, p. R,) is the feedback probability of each legit-
imate UE when Mg potential EVEs attempt to eavesdrop, which is
given by
I+ |hB,i|2P

1+ max |h;;|?
max [h; 1%

*® 11+
oo (3521

E (ME> (CDreog2® 2% — |
exp| — s
o \me ) 6228 + opme oap
where Mg = |Mg|. Moreover, the SNOP when there is no potential

EVE attempting to eavesdrop, denoted by P\ (Ny, o3, 0, R,), is given
as

P (Ny.02.R,) = 1= [ P, (02.R,) = 1= (1= Pl(o2.R,)) ™.

non out,i B’
iENy

P (Mg, 05,02, R,) = Pr|log,

= Mo

where
PF (o3, R,) =Pr (log, (1+ |hg,*p) > R,)

o RO -
=/R [x(x)dx = exp —2 3 1 .
2 (;71 UBp

o Worst Case: Intuitively, this case is equivalent to performing only the
first step of the proposed TOF strategy. Hence, a closed-form expres-
sion of the SOP for the WC can be written as

PVC(Ny. Ne.R,) = 1= PIOF (N, Ne, o302, R,),

out non, 1

with (16) and (18).
5.1. Secrecy outage probability (SOP)

Figs. 3-7 show the SOP performance of the proposed TOF and
TOFQ strategies in uplink wireless networks with potential EVEs, where
o5 = 0% = 1. We consider two channel gain thresholds ¢ € {0,2} and the
number of quantization bits of L € {2,4)} for the TOFQ. The figures show
that the SOP performances of the proposed TOF and TOFQ lie between
ideal and worst cases.

Fig. 3 presents the SOP performance with respect to the number of
legitimate UEs N, when the average transmit SNR p = 10[dB], the num-

ber of potential EVEs Ng = 4, the target secrecy rate R, = 0.5[bps/Hz],
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Fig. 3. SOP with respect to Ny, when p = 10[dB], Ng = 4, R, = 0.5[bps/Hz], and
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Fig. 4. SOP with respect to p [dB], when Ny, = 30, Ng = 4, R, = 0.5[bps/Hz], and
a=0.5.

and the eavesdropping probability « = 0.5. First of all, we can observe
that the SOP performance improves thanks to multi-user diversity as the
number of legitimate UEs increases for all feedback strategies. In partic-
ular, this tendency is more noticeable in the proposed TOF and TOFQ
strategies than in the conventional OF strategy based solely on the chan-
nel gain threshold; hence, when there are many legitimate UEs, the pro-
posed TOF strategies significantly outperform the conventional OF. It is
also worth noting that the TOFQ achieves comparable performance to
the TOF, even though L =2 or 4.
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Fig. 5. SOP with respect to a, when p =10 [dB], Ny =30, Ng =4, and R, =
0.5 [bps/Hz].

Fig. 4 illustrates the SOP performance with respect to the average
transmit SNR p when the number of legitimate UEs N = 30, the number
of potential EVEs N = 4, the target secrecy rate R, = 0.5 [bps/Hz], and
the eavesdropping probability a = 0.5. Increasing the transmit SNR of
legitimate UEs does not significantly decrease the SOP for all feedback
strategies, as it also increases the received SNR not only at the legitimate
BS but also at EVEs. Nevertheless, the proposed TOF and TOFQ strategies
remarkably outperform the conventional OF strategy as the transmit
SNR increases.

Fig. 5 depicts the SOP performance with respect to the eavesdrop-
ping probability « when the average transmit SNR p = 10[dB], the num-
ber of legitimate UEs N, = 30, the number of potential EVEs N; = 4, and
the target secrecy rate R, = 0.5[bps/Hz]. Naturally, the SOP performance
gradually deteriorates as the eavesdropping probability increases. In the
WC, however, the SOP performance is independent of the eavesdrop-
ping probability because legitimate UEs perform conservative and care-
ful feedback under the assumption that all potential EVEs always at-
tempt to eavesdrop on uplink transmissions. Impressively, the proposed
TOF and TOFQ strategies significantly outperform the conventional OF
strategy even in the WC.

Fig. 6 shows the SOP performance with respect to the target secrecy
rate R, [bps/Hz] when the average transmit SNR p = 10 [dB], the number
of legitimate UEs N, = 30, the number of potential EVEs N = 4, and the
eavesdropping probability « = 0.5. The SOP increases for all feedback
schemes as the target secrecy rate increases, eventually converging to
1. On the other hand, it is noteworthy that the proposed TOF and TOFQ
strategies still dramatically outperform the conventional OF in the low
target secrecy rate region.

On the other hand, in practical wireless communication systems, CSI
may become outdated or inaccurate due to feedback delay or channel es-
timation errors. In the proposed TOF and TOFQ strategies, as described
in Section 2, legitimate UEs acquire the CSI of potential EVEs; however,
this information may be imperfect due to such impairments. A similar
issue may arise when legitimate UEs estimate the CSI to the BS. To eval-
uate the robustness of the proposed schemes under these practical con-
ditions, we present additional simulation results incorporating imper-
fect CSI, as shown in Fig. 7. In this simulation, we consider the average
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transmit SNR p =10 [dB], the number of legitimate UEs N = 30,
the number of potential EVEs Ng =4, the target secrecy rate R, =
0.5 [bps/Hz], and the eavesdropping probability a =0.5. Specifically,
the CSI uncertainties can be modeled as h;; 2 h,, +¢;; and hg, 2
hg; +e€g,;, where h;; and hg; denote the actual (or current) CSI
from legitimate UE i to potential EVE j and the BS, respectively,
while h;; and hg; represent the estimated (or outdated) GCSI [49,
50]. The terms ¢;; and eg; represent the corresponding channel
errors, modeled as independent and identically distributed com-
plex Gaussian random variables with zero mean and variance o2,
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Fig. 8. EST and feedback probability for varying the channel gain threshold ¢,
when p = 10 [dB], Ny = 30, Ng =4, R, = 0.5 [bps/Hz],a = 0.5, and g = 0.05.

where the variance reflects the mean squared error (MSE) of the
estimation. We can observe from Fig. 7 that the SOP increases with 2.
This degradation arises because a legitimate UE may refrain from send-
ing feedback despite satisfying the target secrecy rate, or a secrecy out-
age may occur in the actual channel due to the feedback being based on
inaccurate CSI. Nevertheless, it is noteworthy that the proposed strate-
gies remain robust against channel uncertainties with estimation errors
up to 1073,

5.2. Effective secrecy throughput (EST)

From the SOP and the feedback probability, we can derive an EST,
which represents the achievable secure average throughput of feedback
strategies [51,52]. Specifically, the EST is defined as

RT(1-P¥ R,(1-P%
(I)(P:“)_ o ( oul) _ 0( )

out
CE[M|pT+T  NyPYp+1’
where g and T denote the time slot length for uplink feedback and the
frame size, respectively. Intuitively, as g increases, a larger portion of
the time slot is allocated to the feedback phase, thereby reducing the
duration available for data transmission. Hence, the EST decreases with
increasing g. Also, ¥ € {OF, TOF, TOFQ, IC, WC} represents the feedback
strategy discussed in this paper.

Figs. 8 and 9 show the EST performance and the average feedback
probability of each legitimate UE according to the channel gain thresh-
old and the number of legitimate UEs, respectively. We have observed
in 5.1 that the performance of TOF and TOFQ is almost identical even
when L = 4, so from now on, we refer to them as a common term: Pro-
posed strategy.

Fig. 8 presents the EST performance and feedback probability with
respect to the channel gain threshold ¢ when the average transmit SNR
p = 10 [dB], the number of legitimate UEs N, = 30, the number of poten-
tial EVEs Ng = 4, the target secrecy rate R, = 0.5 [bps/Hz], the eavesdrop-
ping probability « = 0.5, and the length of time slot for uplink feedback
p = 0.05. The ideal and worst cases, IC and WC, have constant ESTs and
average feedback probabilities because they do not take into account
channel gain thresholds. We can observe that the EST performance and
feedback probability of the conventional OF strategy converge to zero as

(29)

Computer Networks 274 (2026) 111825

0.8

1 I I
—*— Proposed TOF with ¢*
—»— Worst Case (WC)
—¥—1Ideal Case (IC) ]
\ -7 Conventional OF with ¢*

9

e
9

—-—-Feedback probability (IC)

]
<
o0

Feedback probability (Proposed with ¢*)
\ -------- Feedback probability (WC)
(

I

>
=
9

— — Feedback probability (Conventional with ¢*) |

S z
2 0.5 2
;:‘2 \ 10.6 E
- iy
I Q
804 0.5
- -
3] *—ﬁ =
] [}
7] V—V—* LD
g 0.3 % JM 104 t
< \ 0.3 8
S r 103 £
M2 )//( ANE < <
N 10.2
0.1 L2 — -
/ ————— 0.1
0 0
1 5 10 15 20 25 30

Number of legitimate UEs, Ny

Fig. 9. EST and feedback probability for varying N, with the optimal channel
gain threshold ¢*, when p = 10 [dB], N =4, R, = 0.5 [bps/Hz],a = 0.5, and g =
0.05.

the channel gain threshold increases. This is because if the threshold is
too large, legitimate UEs do not meet the feedback condition, |hg,|* > ¢,
with a high probability, and no UE is scheduled. Moreover, we can also
observe that an optimal channel gain threshold exists that maximizes the
EST performance of the conventional OF strategy. On the other hand, as
the threshold increases, the proposed TOF strategy progressively takes
only the first step in Section 3.1.1, so its EST performance and feedback
probability converge to the WC, as discussed above. In other words, in
the proposed TOF strategy, there is a difference that UEs can still per-
form feedback according to the first step; hence, the EST and feedback
probability do not converge to zero. Finally, the proposed TOF strategy
improves both the EST and the feedback probability compared to the
conventional one.

Fig. 9 illustrates the EST performance and feedback probability with
respect to the number of legitimate UEs N, with optimal channel gain
thresholds ¢* for maximizing EST performance, when the average trans-
mit SNR p = 10 [dB], the number of potential EVEs N = 4, the target se-
crecy rate R, = 0.5 [bps/Hz], the eavesdropping probability « = 0.5, and
the length of time slot for uplink feedback g = 0.05. Here, we numeri-
cally obtained the optimal channel gain threshold ¢*. In terms of EST
performance, the IC outperforms the WC when the number of legitimate
UEs is small, but it reverses as the number of UEs increases. As a result of
applying optimal channel gain thresholds according to the number of le-
gitimate UEs, we can observe that the EST performance of the proposed
TOF strategy outperforms the conventional one.

We should not overlook that the minimum SOP performance is ob-
tained when ¢ = 0. Specifically, the proposed TOF strategy improves the
EST performance by reducing the number of feedbacks of legitimate
UEs. Hence, there is a fundamental trade-off between the SOP and the
EST performance according to the channel gain threshold.

5.3. System complexity

We analyze the worst-case system complexity of the considered feed-
back strategies—conventional OF, TOF, TOFQ, IC, and WC—in terms
of the number of operations required for feedback processing and user
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scheduling based on selecting the user with the maximum channel gain.
The system complexity of each strategy is derived as follows:

e Conventional OF: Each legitimate UE determines whether its own
channel gain exceeds a predefined threshold via a constant-time op-
eration, i.e., O(1). In the worst case, all N, UEs transmit their channel
gains to the BS, which then selects the UE with the highest channel
gain. Therefore, the worst-case system complexity is O(Ny,).

e Proposed TOF(Q): In Step I, each legitimate UE evaluates whether its
worst-case secrecy rate exceeds the target R, requiring a compari-
son with the maximum of Ng EVE channel gains. Each UE satisfying
the condition feeds back its channel gain. In the worst case, as in the
OF scheme, up to Ny UEs may transmit feedback. Step II, if invoked,
follows the same procedure as OF. Consequently, the worst-case sys-
tem complexity is O(Ng) + O(Ny). Since the TOFQ differs from the
TOF only in that it quantizes the feedback signals, it incurs the same
system complexity.

e Ideal Case: Each legitimate UE is assumed to know not only the chan-
nel gains to all EVEs but also their instantaneous eavesdropping ac-
tivity. The secrecy rate is computed only over the subset Mg of active
EVEs, where Mg = |[Mg| < Ng. Therefore, the worst-case complexity
becomes O(Mg) + O(Ny).

o Worst Case: This case corresponds to the first step of the TOF strategy;
hence, the system complexity is identical to that of TOF, i.e., O(Ng) +
O(Ny).

It is noteworthy that the proposed TOF strategies can be implemented in
a distributed manner across legitimate UEs, each relying only on its lo-
cal CSI. Each legitimate UE performs local computation with complexity
O(Ng), and only those satisfying the feedback condition transmit feed-
back, resulting in significantly reduced system overhead in practice.

6. Conclusions

We proposed a novel two-step opportunistic feedback (TOF) strat-
egy to enhance the physical-layer security (PLS) of uplink wireless net-
works against potential eavesdroppers (EVEs). To facilitate practical im-
plementation, we also introduced a quantized variant, the TOF strategy
with quantization (TOFQ), which quantizes channel gains for feedback.
Unlike the conventional opportunistic feedback (OF) strategy, where le-
gitimate user equipment (UE) feeds back channel gain information to the
base station (BS) solely based on link quality, the proposed TOF strate-
gies incorporate secrecy considerations. Specifically, each UE evaluates
secrecy outage conditions before proceeding with conventional feed-
back. We conducted a theoretical analysis of the secrecy outage proba-
bility (SOP) and effective secrecy throughput (EST) performance of the
proposed TOF strategies. Simulation results demonstrated that the TOF
strategies significantly outperform the conventional OF strategy in both
SOP and EST metrics. Furthermore, the TOFQ strategy achieved compa-
rable SOP performance to the TOF strategy, even with a small number of
quantization bits, underscoring its practical feasibility. Finally, although
the proposed strategies are not explicitly designed to address the trade-
off between the system performance and complexity in user schedul-
ing schemes, they can contribute to reducing computational complexity
by pre-filtering UEs based on security-aware feedback before schedul-
ing. As future work, we plan to extend the proposed user scheduling
strategies to multi-antenna wireless networks with non-identical chan-
nel variances to further evaluate their applicability and performance in
more complex scenarios.
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